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Spirion Sensitive Data Platform Release Notes
The current release is 21.Q2.2. and includes:

l Sensitive Data Platform (SDP)
l SD Watcher
l SD Finder

SDP Enhancements
l Ability to go directly to a scan result from the Scan List page.
l Ability to specify or hide columns in the Scan Results screen.
l Added ability to generate a csv export of some reports for download.
l Classifications can now be imported as well as exported.
l Major change to the Agents & Targets page.
l Sensitive Data Summary report updated to only show results from last scan.
l Updated the SSN Anyfind™ to allow additional false positive mitigation.
l Minor user experience improvements.

SDP User Experience (UX) Enhancements
l Added friendly confirmation toast messages for Report Exporting.
l Agents and Targets page revamped.
l Notification bubble is no longer colored red if there are no unread notifications.
l Data Asset Inventory Effective Date must now be less than the End Date.
l Added ability to view Scan Results from the Scans List page.
l Playbook names and Descriptions can now be edited.
l Changed Add New Endpoint Modal to say "Target".
l Login poster is now a static image that does not repeat or get cut depending on
screen height.

l Changed tense in 'Add New Gmail Endpoint' dialog for clarity.
l Added the EndpointID to the Target Summary Details for Activity Watcher agents.
l Removed duplicated User management User Count and Role count from
displaying under the tabs.

l Added an asterisk in the Scan configuration to the first step to show requirement
for the Name field.

l Removed non-configurable History Settings in Sensitive Data Platform Admin
settings.

l Standardized Navigation Menu coloring and panel sizes.
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l Added a Report Download button on Reports screen.
l Added a Report Download(s) Tab to the Reports screen.
l Corrected the transposed RGB Values in Classification Color Selection when sent
to the agent.

l Added a warning when console is accessed with an unsupported browser.
l Added an Import options to the Classifications action button.
l Added ability to customized columns shown in the Scan Results screen.

SDP Bug Fixes
l Fixed Exchange Online Distributed Scans did not complete and send back results.
l Fixed Exchange Online Scans show an the Target name with additional
information about the Admin user account in the Target Column of the Scan
Results screen.

l Fixed scan results from Cloud Agents with no matches were incorrectly showing a
total of 1 match in the Scan Results screen.

l Fixed SQL DB Scans show the Agent name in the Target Being Scanned column
of the Scan Results.

l Fixed when configuring a Gmail scan, account names had to be entered in lower-
case.

SDP New Known Issues
l Help Links show 404 page not found. Please go to Sensitive Data PlatformUser
Guide.

l Some Playbooks throw an error when attempting to manage them.
l User notification fails when Notify action is not the final action after a decision
node.

l MongoDB scans create thousands of Mongo DB Targets.
l Tasks not clearing from Task folder and causing scans to run when none are
scheduled.

l Agent Last Heartbeat is not reporting accurate value for Last Heartbeat.
l Scans of O365 Exchange can randomly fail when using Cloud Agents.
l When a user assigns a scan result via Scan playbook to a user and a role when
the user maintains that role the notification count will display +1 to the actual
available notifications in SDP.

l When a user modifies a Playbook name or description the Last Edited column of
the Playbook grid is not populated with the date time of the playbook modification.

l When a user updates a scan playbook name for a scan playbook the 'last used
column' of the playbooks grid is populated with the date time for the
name / description update.

https://docs.spirion.com/
https://docs.spirion.com/
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l PostGres Scans are failing to return results.
l Oracle12 Scans are failing to return results.
l SharePoint Scans are failing to return results with On Prem agents.
l Box Scans are failing to return results with On Prem agents.
l Some RegEx data types are returned as a "Discovery" playbook instead of a
Sensitive Data playbook.

l environments are displaying an error when attempting to save SSN Data Type con-
figuration.

SDWatcher New Features
l No new features for this release.

SDWatcher Enhancements
l No new enhancements for this release.

SD Watcher User Experience (UX) Enhancements
l Deploy (Toggle bar) column is not displaying for all user roles Watcher User
andWatcher Admin in Incident definition list.

SDWatcher Bug Fixes
l No new bug fixes for this release.

SDWatcher New Known Issues
l No known issues for this release.

SD Finder New Features
l DAI Business Context Collection – Automated Business Processes information
included in Subject Request Reports.

l Configurable PII Fields – Configuration of Data Types Input for a Subject Request.
l Structured Data Support – Support for structured data sources.
l On Demand File Retrieval – Ability to request a file for review during the
investigation and confirmation process.

l Hi-Fidelity Viewer – Conversion of retrieved files into PDF format to allow formatted
text to be reviewed.

l Custom Subject Response Refusal Letter – Template refusal to fulfill a Subject
Request.
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SD Finder Enhancements
l Minor user experience updates

SD Finder User Experience (UX) Enhancements
l Removed Hover Over Color Changes from all Non-Responsive Visualizations in
Finder Dashboard.

l Added validation message when a response template is created, updated, or
deleted.

l Fixed Subject Report page text wrapping issues.
l Fixed Identity Match Approval page text wrapping issues.

SD Finder Bug Fixes
l Fixed automatic next document workflow triggered on any Data Type completion
instead of all Data Type completion in a document.

l Fixed invalid templates that could be created due to missing validation.
l Fixed On Demand File retrieval not honoring request.
l Fixed template sorting functionality failing to function.
l Fixed unrestricted HTML that could cause a template to break.

SD Finder New Known Issues
l Approved in Another File * is not displaying in the PII Card once same value
approved in a file and others are in different files.

l Complete and Generate Report button when selected will bring up the Respond
and Complete information instead of going to the Subject Report.

l Comprehensive Report Type only available for CCPA regulation.
l Descriptive Reports types throw an error when selected.
l Disabled 'Disclosure and Response Templates' remain active when processing a
subject request.

l Disclosure Information for CCPA and GDPR are not displaying on the Subject
Reports.

l Erasure Templates are not a supported Template type.
l GDPR Subject Reports only allow Informative Reports.
l GIF file format not supported in new document viewer.
l JPG file format not supported in new document viewer.
l Mac is not supported by Finder.
l Match statuses are no longer being automatically updated when "approved in
another file".
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l Multiple match results of the same DataType are incorrectly approved when one
match of the DataType is approved.

l On Erasure Requests where the back button returns the user to the results view for
Informative Request.

l Regulations Definitions - Last Modified Date not updating after a Regulation has
been modified.

l Status colors on Match Approval page are incorrect.
l When selecting a second data type in the new Document Viewer the page is
reloaded when approving a match.

l When selecting or creating a Custom Disclosure for a New Custom Regulation you
cannot save it - "Response Template must be type of Disclosure".
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